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Abstract--- In the recent trends, wireless networks and Mobile Ad-hoc Network (MANET) have yielded 
tremendous opportunity and popularity. This opportunity and popularity insisted on many kinds of research to focus 
on it. This highly flexible nature of the MANET also creates many network performance-related and security related 
issues. Various security vulnerabilities threaten the process in MANET in various ways. Sequence number attacks 
such as grey hole and black hole attacks are such dangerous attacks that significantly weaken the functioning and 
performance of the network in different situations. The proposed approach generates a fusion outline and that 
organizes with the Ad hoc on-demand distance vector (AODV) routing protocol to moderate these attacks. The new 
and modified protocol is named as SRD-AODV (Secure Route Discovery-Adhoc On-Demand Distance Vector) 
protocol. This protocol contains different components and methods to provide both proactive and reactive solutions 
by deploying effective authentication using the Elliptic Curve Diffie-Hellman algorithm (ECDHA) methods. This 
also aims to secure the data packets and routing table information and finally the incursion detection and prevention 
from sequential attacks in MANET. The performance of this protocol is measured with the help of performance 
parameters such as packet delivery ratio, and delay. The SRD-AODV protocol also compares with attacked AODV 
and other existing protocols. 

Keywords--- MANET, Sequential Routing Attacks, AODV, Cryptography, Black Hole Attack, Grey Hole Attack, 
Denial of Service. 

I. Introduction 

The wireless network is widely used in a variety of applications. This marvelous growth is achieved because of 
the MANET nature such as dynamic infrastructure, instant topology [1]. The network generation can be dynamic 
and can set up anytime and anywhere. This highly flexible nature also creates many networks performance-related 
and security related issues.  Various security vulnerabilities threaten the process in MANET in various ways. 
Sequence number attacks such as grey hole and black hole attacks [2] are such hazardous attacks that greatly 
weaken the functioning and performance of the network in different situations. Sequence number attacks and black 
hole attacks destroy certain count of data packets and discard them by deploying false routes and modifying the 
routing information. In the past, many researchers offered different solutions for detecting the sequence number 
attacks. In this research, a new technique and routing protocol are developed to proactively identify those attacks in 
MANET. This also helps to eliminate the false nodes in the network who are frequently misbehaving. The proposed 
SRD-AODV (Secure Route Discovery-Adhoc On-Demand Distance Vector) protocol contains secure neighbor node 
discovery for secure route discovery by selecting trusted node detection, hybrid cryptographic methods to secure the 
data packets and routing table information’s and finally the incursion detection and prevention from sequential 
attacks in MANET. The proposed secure routing protocol finds legitimate nodes, provides a cryptographic shield to 
data packets using hybrid cryptography. This protocol also detects attacks that are implemented by malicious nodes 
and prevents these malicious nodes from routing by isolating them from the network with many restrictions. The 
popular open-source Network Simulator is used in simulations. The SRD-AODV protocol also compares with 
attacked AODV and other existing MANET protocols [3]. The proposed SRD-AODV routing protocol can 
guarantee that data packets travel through the network with maximum security. It achieves all security primitives 
such as authentication, non-repudiation, confidentiality, and integrity in a malicious environment. This SRD- AODV 
protocol guarantees that only legitimate nodes can participate and also achieves access control over the participants 
by distributing authentication keys before the routing process begins. 
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Abstract 
 
In the current scenario, wireless technologies have attained massive popularity. This wireless technology 
is used in many applications. In wireless technology, Mobile Ad-hoc Networks (MANETs) are a part and 
it doesn’t require any pre-established infrastructure. The dynamic character of those networks makes 
them more functional and it is suitable for many applications. MANET has high mobility and doesn’t rely 
on centralized authority. This nature of MANET is more vulnerable to many security attacks and threats. 
When comparing to the traditional networks, ad-hoc networks are having higher chances for many 
routing attacks. Securing MANET is a challenging issue, which need more analysis. In past few years, 
numerous researchers proposed different solutions for detecting the routing attacks in MANET. In this 
survey, recent approaches and techniques done for MANET routing attacks is discussed. The review 
thoroughly presents the problems and merits of those existing approaches. 
 

Keywords: Mobile Ad-hoc networks, Secure routing, Security issues, Sequence number attacks, Proactive 
scheme 
 

1. Introduction 
 Mobile Ad-hoc Network (MANET) is a kind of wireless mobile devices together which 
communicates with each other. This type of network is infrastructure less based [1]. So the routing 
packets can be transmitted to any node without any infrastructure. Mobile Ad-hoc networks are battle 
field and natural disasters. For remote and rural areas long haul MANETs can also be useful where no 
communication and infrastructure exists. Nodes forming MANETs follow MANET routing protocols, 
which can be categorized into Proactive and Reactive. Proactive protocols consider the changes of 
topology at all times, and in Reactive protocols discover the necessary information only when they need 
it. Some principles of MANET routing protocols are similar to the traditional wired networks. When 
comparing to the traditional wired network, wireless networks are energy limited and the resources are 
challenged. The network topology is dynamic and the routes, links are not static. Mobile nodes are too 
vulnerable for several types of attacks. Secure routing Protocols are the best resolution to get rid of the 
routing vulnerability in MANET. Even in the presence of malicious routers, the Secure MANET routing 
protocols function effectively. This routing protocol provides assurance for security. However, the 
security protocols are affected by network overhead, Because MANET device are battery operated, and 
they cannot tolerate excessive overheads. With minimal overhead proactive safety functions are critical 
for proper functioning of Ad hoc networks. So, the designs of secure routing protocols are more 
challenging. The main aim of Secure MANET Protocols [2] is to achieve high security with less 
overhead.  The routing protocols perform topology information exchange and the topology information 
can be used to find the optimal route. These MANET protocols include some features to mitigate 
attackers in MANET. In this paper, we first review different predictive techniques and recent approaches 
which address different routing security issues in wireless ad-hoc networks. Based on the analysis and 
summary, different types of future works can be established. 
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Abstract: In mobile ad-hoc network (MANET), identification and mitigation of black and gray-hole attacks is a 
challenging task compared to the detection of other attacks. To solve this issue, a secure route discovery ad-hoc on-
demand distance vector (SRD-AODV) protocol has been suggested, which verifies the nodes only during the path 
discovery. But, it is necessary to authenticate the nodes during data transmission since the gray-hole nodes broadcast 
an accurate target sequence number (TSN) during the route discovery, whereas it becomes malicious and drops the 
packets during the data forwarding. Hence in this article, a secure route maintenance and attack detection AODV 
(SRMAD-AODV) protocol is proposed for identifying and defending the black and gray-hole attacks in the data 
transfer stage. Initially, an attack discovery system (ADS) node is decided from the connected dominating set (CDS) 
method based on energy and confidence score. The CDS is a robust, distinct and localized method to identify nearby 
linked dominating sets of nodes in a limited range in MANETs. The selected ADS nodes forward a status packet 
within the size of the dominating set to retrieve the entire behavioral data. ADS nodes examine gathered behavioral 
data and create a blacklist in which the suspected black and gray-hole nodes are added. Then, the blacklist is 
forwarded to the origin node to confirm the susceptibility of nodes present in the blacklist. Once the origin node 
authenticates the blacklist, it broadcasts a block message to all other nodes in a path for discarding blacklist nodes 
from the routing path. Further, this SRMAD-AODV protocol is simulated and the findings exhibit that it realizes 
5.2sec of end-to-end delay (EED) and 86 % of packet delivery ratio (PDR) in contrast to the SRD-AODV protocol. 

Keywords: MANET, Routing, Black-hole, Gray-hole, SRD-AODV, Connected dominated set, Attack discovery 
system, Status packet. 

 

 

1. Introduction 
MANETs are usually dynamic self-organizing 

platforms, with no centralized controller or 
resources for connectivity. If the mobile node is not 
under the other's coverage area, then each other 
nodes are decided to act as intermediate nodes for 
information transfer between those nodes. Also, 
each node travels individually and coordinates via 
fluctuating networks [1]. Thus, rapid fluctuations in 
network structure may cause many problems in 
routing protocol including robustness and tolerance 
to efficiency loss. The routing protocols are mainly 
split into two major types such as proactive and 
reactive protocols. Proactive protocols enable nodes 
to send packets periodically and to constantly decide 

the routes between any network nodes, independent 
of whether the routes are being used or not [2-4]. 
This relates to the capability that diffuses a huge 
amount of resources including power and 
throughput which is not ideal in MANET. In 
contrast, reactive protocols like AODV routing 
protocols need not require constant data 
transmission and only realize the route while two 
nodes are interacting [5]. 

Conversely, the routing protocols are influenced 
via collaborating with the suspected nodes in the 
system. An inadequate dynamic structure of 
MANET is highly susceptible to the different 
routing attacks [6] including black-hole, gray-hole, 
etc. Black-hole attacks are suspected nodes that 
appeared in the system in which the data forwarded 
or accepted are secretly rejected without notifying 
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