
 

 
 
 
 

Table of Contents 



TABLE OF CONTENTS 

 ABSTRACT  

 LIST OF TABLES  

 LIST OF FIGURES  

 LIST OF ABBREVATIONS  

CHAPTER 

NO. 
TITLE 

PAGE 

NO. 

1 INTRODUCTION 1 

 1.1  INTRODUCTION TO AD-HOC NETWORKS 1 

  1.1.1 Categories of Ad-hoc Networks 1 

 1.2  MOBILE AD-HOC NETWORKS 2 

  1.2.1 Main advantages of MANETS 4 

  1.2.2 MANETS application 5 

 1.3  ROUTING IN MANET 6 

  1.3.1 Proactive routing protocol 7 

  1.3.2 Reactive routing protocol 8 

  1.3.3 Hybrid routing protocol 9 

 1.4  MANETS CHALLENGES 9 

 1.5  MANET SECURITY 11 

 1.6  ATTACKS IN MANETS 12 

  1.6.1 Active attacks 13 

  1.6.2 Passive attacks 16 

 1.7  MOTIVATION 16 

 1.8  OBJECTIVES 17 

 1.9  CONTRIBUTIONS 18 

 1.10 ORGANIZATION OF THE THESIS 21 



CHAPTER 

NO. 
TITLE 

PAGE 

NO. 

2 LITERATURE REVIEW 23 

 2.1  SECURE ROUTE DISCOVERY 23 

 
2.2  ATTACKS DISCOVERY BASED ON ENERGY AND 

TRUST 
28 

 2.3  DISTINCT ATTACK IDENTIFICATION 34 

 2.4  PROTECTING MANET 42 

3 SECURE ROUTE DISCOVERY 47 

 3.1  INTRODUCTION 47 

  3.1.1 Routing architecture in MANETS 48 

  3.1.2 Sequence number attacks 49 

 3.2  MOTIVATION 51 

 3.3  OBJECTIVE OF THIS CHAPTER 52 

 3.4  METHODOLOGY 52 

  3.4.1 Existing Algorithm 53 

  3.4.2 Proposed Algorithm 56 

 3.5  RESULT AND DISCUSSION 62 

  3.5.1 End-to-End Delay 63 

  3.5.2 Packet Delivery Ratio 64 

 3.6  SUMMERY 66 

4 
ATTACK DISCOVERY BASED ON ENERGY AND 

TRUST 
67 

 4.1  INTRODUCTION 67 

 4.2  MOTIVATION 70 

 4.3  OBJECTIVE OF THE CHAPTER 70 

 4.4  METHODOLOGY 70 

  4.4.1 Existing Algorithm 71 



CHAPTER 

NO. 
TITLE 

PAGE 

NO. 

  4.4.2 Proposed Algorithm 74 

 4.5  RESULT AND DISCUSSION 84 

  4.5.1 End -to- End Delay 85 

  4.5.2 Packet Delivery Ratio 87 

  4.5.3 Throughput 88 

 4.6 SUMMARY 90 

5 DISTINCT ATTACK IDENTIFICATION 92 

 5.1 INTRODUCTION 92 

 5.2 MOTIVATION 94 

 5.3 OBJECTIVE OF THE CHAPTER 95 

 5.4 METHODOLOGY 95 

  5.4.1 Existing Algorithm 95 

  5.4.2 Proposed Algorithm 97 

 5.5 RESULT AND DISCUSSION 101 

  5.5.1 End -to- End Delay 102 

  5.5.2 Packet Delivery Ratio 103 

  5.5.3 Throughput 104 

 5.6 SUMMARY 105 

6 PROTECTING MANET 107 

 6.1 INTRODUCTION 107 

 6.2 MOTIVATION 108 

 6.3 OBJECTIVE OF THE CHAPTER 109 

 6.4 METHODOLOGY 109 

  6.4.1 Proposed Algorithm 109 

 6.5 RESULT AND DISCUSSION 114 



CHAPTER 

NO. 
TITLE 

PAGE 

NO. 

  6.5.1 End -to- End Delay 115 

  6.5.2 Packet Delivery Ratio 116 

  6.5.3 Throughput 117 

 6.6  SUMMARY 118 

7 RESULT AND DISCUSSION 119 

 7.1  THE PROPOSED FRAMEWORK 119 

 7.2  RESEARCH FINDING OF PHASE-1 121 

  7.2.1 Performance analysis 121 

 7.3 RESEARCH FINDING OF PHASE-2 122 

  7.3.1 Performance analysis 122 

 7.4 RESEARCH FINDING OF PHASE-3 124 

  7.4.1 Performance analysis 124 

 7.5 RESEARCH FINDING OF PHASE-4 125 

  7.5.1 Performance analysis 125 

8 CONCLUSION AND SCOPE FOR FUTURE WORK 127 

 8.1 CONCLUSION  127 

 8.2 SCOPE FOR FUTURE RESEARCH 128 

 REFERENCES 130 

 PUBLICATIONS 134 

 

  


